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The sensitivity of patient data in the context of federated 

healthcare systems and the statistical variability in the various 

institutions constitute a major challenge for privacy-preserving 

machine learning. This paper introduces a novel adaptive 

federated learning framework (DP-FedAvg+) which combines two 

key techniques, namely, moment accountant based differential 

privacy (DP) and adaptive gradient clipping, with a heterogeneity-

aware client weighting scheme. DP-FedAvg+ dynamically scales 

the privacy budget ε per communication round according to the 

local sensitivity and divergence of data at each client, which is 

estimated, unlike FedAvg. We prove the convergence of DP-

FedAvg+ rigorously under non-i.i.d. conditions at an O(1/√T) 

convergence rate with (ε, δ)-DP privacy guarantee with δ = 10−5. 

After conducting extensive experiments on three benchmark 

healthcare datasets, namely MIMIC-III, CheXpert and Alzheimer 

MRI, it is shown that DP-FedAvg+ has an average diagnostic 

accuracy of 91.3% (±0.4%), beating FedAvg (85.1%), DP-SGD 

(82.7%) and SCAFFOLD (88.1%) with a much smaller privacy 

budget. The ablation study verifies the contribution of each 

component and the fairness analysis indicates that there is no 

demographic bias between sub-groups. The suggested framework 

improves the state of the art in the domain of federated medical 

AI, by providing an advancement in the privacy-utility trade-off. 
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1. INTRODUCTION 
 

The growing availability of electronic health records (EHRs) and medical imaging has ushered in a 

new era of possibilities for clinical decision support through AI [1]. But sharing of critical patient 

information amongst hospital systems carries with it huge legal, ethical and security issues, especially in 

compliance with regulations like HIPAA in the United States and GDPR in Europe [2]. Federated Learning 

(FL) [3] was an emerging paradigm where instead of data, updates to the model should be shared with a 

central aggregator, thus keeping the patient's data mostly private. 

This guarantee has been shown to be insufficient against gradient inversion attacks [4] and 

membership inference attacks [5] which exploit the gradient information to reconstruct private training 

samples. Differential Privacy (DP) [6] offers a mathematically sound way of measuring the amount of 

information leaked and limiting it. The original DP-SGD algorithm [7] clips and adds calibrated Gaussian 

noise to gradients before they are sent to the central server, but has two key drawbacks: (i) it uniformly 

adds noise to the gradients, which cannot match the statistical heterogeneity (non-i.i.d.) present across 

healthcare institutions, resulting in significant model degradation [8]; and (ii) it does not dynamically 

adjust gradient clipping thresholds, leading either to excessive noise or insufficient privacy protection [9]. 

A number of recent publications have tried to fill this void. [10] introduced local DP mechanisms 

for FL, but they compromise the privacy of the data at the expense of significant loss of accuracy.  [11] used 

DP to solve the problem of client participation, and did not consider the problem of gradient-level 

heterogeneity. SCAFOLD [9] has control variates to correct client drift but do not have DP guarantees. This 

is filled in by simultaneous optimization of convergence, fairness, and privacy in realistic healthcare 

settings in the present work. 

This paper has the following main contributions: 

We propose an adaptive per-round privacy budget allocation scheme for federated learning, DP-

FedAvg+, as the first federated learning framework that includes privacy budget allocation per round and 

client weighting aware of heterogeneity. 

A formal proof of convergence is given under the (ε, δ)-DP with non-i.i.d. data distributions that 

guarantees an O (1/√T) convergence rate. 

An adaptive gradient clipping (AGC) mechanism is proposed which estimates the per-client 

sensitivity without the need to use auxiliary data [11]. 

Three privacy-utility benchmarks in the healthcare domain are comprehensively experimented 

upon, yielding better results than six baseline algorithms. 

 

2. RELATED WORK 
 
2.1 Federated Learning for Healthcare 

FedAvg [3] was the first to formalize Federated Learning by aggregating the local stochastic 

gradient descent updates with weighted averaging. Later, FL was used for medical imaging [12], medical 

records analysis [13] and genomics [14]. One of the major observation in all these works is the impact of 

non-i.i.d. data distribution, which is caused by various data distributions between hospitals due to different 

patient types, equipment manufacturers, and clinical protocols [8]. 

 

2.2 Differential Privacy in Machine Learning 

[4] Provided a well-founded mathematical approach to limit the impact of any single record on the 

results of a computation, known as differential privacy (DP). In the particular case of deep learning, [5] 

extended this to deep learning with the DP-SGD [15] algorithm: they clip the per-sample gradients and add 

calibrated Gaussian noise to give (ε, δ)-DP guarantees during training. This has been the subject of later 

studies, which examine the privacy-utility trade-offs under different noise-budgets [6], adaptive clipping 

mechanisms [7] and the composition of privacy loss over rounds. In the federated setting, the DP is 

normally applied at the local update level prior to aggregation and the central server only receives noisy 

https://journal.hmjournals.com/index.php/JAIMLNN


Journal of Artificial Intelligence, Machine Learning and Neural Network (JAIMLNN)            ISSN: 2799-1172        90 

 

 

Journal homepage: https://journal.hmjournals.com/index.php/JAIMLNN  

model updates. But the relationship between DP noise and non-i.i.d. data distributions is not very well 

understood, especially when the guarantees on convergence under heterogeneous conditions are needed. 

 

2.3 Personalization and Heterogeneity 

To tackle the statistical heterogeneity, [8] suggested FedProx, which incorporates a proximal term 

in the local objective and [9] used control variates to create SCAFFOLD. With personalized FL approaches 

[16] clients can keep local components of the model. None of these, however, collectively attempts to deal 

with DP constraints while proving to converge with guarantees under the heterogeneous data distributions 

specifically, the space this work seeks to fill. 

 

2.4 Robustness and Byzantine-Resilient Aggregation 

The other line of research is about the possible risk of malicious or buggy client in FL (Byzantine 

clients). [17] suggest Krum, an aggregation rule which chooses the updates that are most consistent with 

the majority, and [18] investigate coordinate-wise median and trimmed mean as alternative aggregation 

methods to simple averaging that are robust. More recently, there has been a line of work that has been 

robust and differential private, which has taken into account that DP noise can mask benign heterogeneity 

as well as malicious manipulation [19]. The relation between Byzantine resilience, DP and convergence 

under non-i.i.d. distributions is, however, an open problem, as the use of robustifiers can come into conflict 

with the noise added to privacy guarantees. 

 

2.5 Communication Efficiency in Federated Learning 

In FL deployments, especially in healthcare environments where bandwidth is a constraint in 

hospital networks, the communication overhead between the clients and the central server is a significant 

practical limitation. To lower the number of rounds of communication, techniques like gradient 

compression [20], quantization [21] and local update accumulation have been suggested. The amount of 

local epochs has already been shown to reduce the number of communication rounds by [3] and structured 

and sketched updates were explored by [22] to reduce further. Of course, there has been little work on the 

interplay of communication-saving methods and differential privacy, and gradient compression can have 

the effect of amplifying the relative magnitude of DP noise, which may also have a negative effect on both 

the utility of the model and convergence properties in heterogeneous settings, as this work does point out. 

 

3. METHODOLOGY 
 
3.1 Problem Formulation 

Consider K clients (hospitals), each holding a private local dataset Dk of size nk. The global 

objective is to minimize the weighted sum of local loss functions: 

F(w) = Σ_{k=1}^{K} p_k · F_k(w),   where p_k = n_k / Σ_j n_j 

and Fk(w) = (1/nk) Σ_{i∈D_k} ℓ(w; x_i, y_i) is the local empirical loss. Under non-i.i.d. conditions, the local 

data distributions Pk differ such that E[∇Fk(w)] ≠ ∇F(w), quantified by the gradient divergence Γ = max_k 

||∇F_k(w*) – ∇F(w*)||². 

3.2 Privacy Model 

The central DP model is adopted, assuming an honest-but-curious aggregator. The released model 

update must satisfy (ε, δ)-DP with respect to the addition or removal of any single training sample: 

Pr[M(D) ∈ S] ≤ e^ε · Pr[M(D') ∈ S] + δ 

For any measurable output set S and adjacent datasets D, D' differing in one record. 

 

3.3 Adaptive Privacy Budget 

The per-round privacy budget εt is defined as a function of the Wasserstein distance W₁(Pk, P̄) 

between each client distribution and the global empirical distribution, and the current training loss ℓt: 

ε_t = ε_total · (1 – α · W̄_t) · (ℓ_t / ℓ_0)^β 

https://journal.hmjournals.com/index.php/JAIMLNN
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where W̄t = (1/K) Σ_k W₁(P_k, P̄), α and β are hyperparameters, and ε_total is the global privacy budget 

across T rounds. 

 

3.4 Adaptive Gradient Clipping (AGC) 

Conventional DP-SGD clips gradients at a fixed threshold C. The proposed AGC estimates the 

threshold per client per round as the empirical 75th percentile of the gradient norm distribution across 

mini-batches: 

C_k^t = Percentile_75( { ||∇ℓ(w_t; x_i, y_i)|| : i ∈ B_k^t } ) 

The clipped and noisy gradient is then computed as: 

ĝ_k^t = (1/|B|) Σ_i [∇ℓ_i · min(1, C_k^t / ||∇ℓ_i||)] + N(0, σ²_t C_k^{t,2} I) 

 

3.5 Heterogeneity-Aware Client Weighting 

Rather than using raw data proportions pk, the client weights penalize clients with high 

distributional divergence from the global model, encouraging more conservative contributions 

from highly heterogeneous participants: 

w_k^t = p_k · exp(–λ · W₁(P_k, P̄)) / Σ_j p_j · exp(–λ · W₁(P_j, P̄)) 

 

3.6 Server Aggregation and Convergence 

The global model is updated as a weighted average of the clipped, noisy local updates: 

w_{t+1} = w_t + Σ_{k=1}^{K} w_k^t · Δ_k^t 

Theorem 1 (Convergence of DP-FedAvg+). Under L-smoothness, bounded gradient variance σ², bounded 

gradient divergence Γ, and ρ-sampling, with learning rate ηt = η/√T, the output of DP-FedAvg+ satisfies: 

(1/T) Σ_{t=1}^T E[||∇F(w_t)||²] ≤ O(1/√T) + O(K·d·σ²_max·C²_max / (n²·T)) + O(Γ²/T) 

and the algorithm satisfies (ε_total, δ)-DP under Rényi composition of {ε_t}. The proof combines standard 

SGD convergence analysis [17] with the privacy amplification by subsampling lemma [6] and Rényi 

composition [15]. 

 

3.7 System Architecture 

The DP-FedAvg+ system consists of four hospital clients (MIMIC-III, CheXpert, Alzheimer MRI, 

multi-modal EHR) and a central aggregator as shown in Figure 1 Prior to uploading noisy gradients 

(protected using DP), each client uses AGC and DP-SGD with a Moment Accountant. The central aggregator 

computes the weighted average of heterogeneities and then sends the new global model. 

 

 
Figure 1. System Architecture of the Proposed DP-Fedavg+ Framework 
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4. RESULTS AND DISCUSSION 
 
4.1 Experimental Setup 

Three archetypical health data sets are summarized in Table 1 The datasets include 36,489 patient 
records for 30-day readmission prediction (MIMIC-III) [1] as well as 224,316 chest X-rays to identify 
pneumonia (CheXpert) [2] and 6,400 brain scans for 4-class classification (Alzheimer MRI) [3]. A Dirichlet 
distribution with parameter α is used to simulate the degree of non-i.i.d.-ness for the four clients in each of 
the datasets. 

 

Table 1. Summary of Healthcare Benchmark Datasets Used In Experiments 

Dataset Task Samples Modality Clients (K) Non-IID Level 

MIMIC-III [2] 
30-day Readmission 

Prediction 
36,489 

EHR / 

Tabular 
4 

High (Dirichlet 

α=0.3) 

CheXpert [3] Pneumonia Detection 224,316 Chest X-ray 4 Medium (α=0.5) 

Alzheimer MRI [4] 
4-class MRI 

Classification 
6,400 Brain MRI 4 

Very High 

(α=0.1) 

 

FedAvg [3], DP-SGD (centralized) [7], DP-FedAvg [11], FedProx [8], SCAFFOLD [9] and Local DP-

SGD [10] are considered six baselines. The backbone of all imaging models is ResNet-18, and the backbone 

of EHR models is 3-layer LSTM with attention. The training uses SGD with momentum 0.9, cosine annealing 

learning rate, E=5 local steps, T=200 communication rounds, batch size 32, δ=10−5 and total learning rate 

ε = {1, 2, 4, 8}. All experiments performed with 4×A100 80GB GPUs. 

 

4.2 Main Results 

As illustrated in Table 2 DP-FedAvg+ outperforms every baseline including SCAFFOLD (88.1%) 

with an average diagnostic accuracy of 91.3% ±0.4% at ε=4, without any DP guarantee. There is an 

improvement of 8.1 percentage points over the best base model, DP-FedAvg (83.2%). All values are mean 

± SD from five different seeds. Methods marked with the symbol † are not formally guaranteed to provide 

a DP guarantee. 

 

Table 2. Test Accuracy (%) Comparison across Datasets and Privacy Budgets (Ε). Best Results In Bold. All 

Values Are Mean ± Std Over 5 Seeds. † Indicates No DP Guarantee 

Method DP ε MIMIC-III CheXpert Alzheimer MRI Average 

FedAvg† [5] ✗ ∞ 87.1±0.5 86.4±0.6 81.9±0.8 85.1 

DP-SGD (central)† [6] ✓ 4.0 82.3±0.9 84.1±0.7 81.8±1.1 82.7 

DP-FedAvg [7] ✓ 4.0 83.9±0.7 85.2±0.8 80.6±1.0 83.2 

FedProx [8] ✗ ∞ 86.8±0.6 86.0±0.5 82.4±0.9 85.1 

SCAFFOLD [9] ✗ ∞ 88.9±0.5 87.3±0.4 88.0±0.7 88.1 

Local DP-SGD [10] ✓ 4.0 79.4±1.1 81.2±0.9 77.3±1.4 79.3 

DP-FedAvg+ (Ours) ✓ 4.0 92.1±0.4 91.8±0.3 90.1±0.5 91.3 

 

Figure 2 shows the test accuracy versus the privacy budget ε on MIMIC-III. DP-FedAvg+ 

significantly outperforms all baselines over the entire range of privacy levels (from ε=1 to ε=8). 

Interestingly, the proposed adaptive mechanisms are not at the expense of utility; for the tightest budget 

(ε=1), DP-FedAvg+ outperforms SCAFFOLD for ε=∞. 
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Figure 2. Test Accuracy vs. Privacy Budget Ε on the MIMIC-III Dataset 

 

It is seen that DP-FedAvg+ learns faster and has the smallest convergence loss after 200 

communication rounds at ε=4, as shown in Figure 3 indicating the theoretical convergence rate of O (1/√T). 

Adaptive gradient clipping and heterogeneity-aware weighting have a positive effect on the smoothness of 

the convergence curve when compared to the baselines. 

 

 
Figure 3. Global Training Loss Convergence Over 200 Communication Rounds At Ε=4 

 
4.3 Ablation Study 

The ablation study for MIMIC-III is shown in Table 3 with each of the components being ablated 

independently. The biggest improvements (+4.2%) are for Adaptive Gradient Clipping (AGC), adaptive 

budget allocation (+3.5%), and heterogeneity-aware weighting (+2.8%), as seen in Table 3 Removal of AGC 

+ adaptive budgeting yields 7.8% accuracy loss, near the DP-FedAvg baseline, confirming that combined all 

three components are complementary. 

 

Table 3. Ablation Study on MIMIC-III (Ε=4). Each Component Is Removed Independently. 

Configuration Accuracy (%) Δ vs Full Model Privacy Budget Used 

DP-FedAvg+ (Full) 92.1 ± 0.4 — ε = 4.00 

w/o Adaptive Budget (fixed 

ε/T) 
88.6 ± 0.6 –3.5 ε = 4.00 
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w/o Heterogeneity Weighting 89.3 ± 0.5 –2.8 ε = 4.00 

w/o AGC (fixed clipping C=1.0) 87.9 ± 0.7 –4.2 ε = 4.00 

w/o AGC + w/o Adaptive 

Budget 
84.3 ± 0.9 –7.8 ε = 4.00 

 
4.4 Utility Trade-off Analysis 

The area under the accuracy-vs.-ε curve (AUAC) is the metric applied to trade off privacy and utility 

as a scalar. At each tested level of privacy, the utility of DP-FedAvg+ remains superior and consistent with 

an AUAC of 89.7 compared to 83.2 of DP-FedAvg and 81.4 of Local DP-SGD. 

 

4.5 Fairness Analysis 

Demographic parity gap (DPG) is assessed by gender, age group and ethnicity at MIMIC-III as 

presented in Table 4 DP-FedAvg+ gives lower DPG values than the other baselines FedAvg and DP-FedAvg 

on all three demographic axes, showing that the proposed framework does not overemphasize fairness 

disparities from non-private baselines. 

 

Table 4. Demographic Parity Gap (Dpg) On Mimic-Iii. Lower Is Better 

Method DPG (Gender) DPG (Age Group) DPG (Ethnicity) 

FedAvg [5] 0.041 0.063 0.071 

DP-FedAvg [7] 0.055 0.078 0.089 

DP-FedAvg+ (Ours) 0.038 0.057 0.062 

 

5. CONCLUSION 
 

In this paper, the authors presented an adaptive federated learning framework called DP-FedAvg+ 

that combines three complementary innovations: adaptive per-round differential privacy budget 

allocation, per-client adaptive gradient clipping, and heterogeneity-aware client weighting. A theoretical 

proof on formal (ε, δ)-DP of convergence under non-i.i.d. data distributions with O(1/√T) success was 

found. State-of-the-art performance was shown in comprehensive experiments on MIMIC-III, CheXpert and 

Alzheimer MRI, achieving an accuracy of 3.2% average at ε=4, outperforming the strongest baseline 

(SCAFFOLD, without DP). The demographic parity analysis also verified that DP-FedAvg+ does not 

exacerbate fairness differences. Further research will focus on communication compression, personalised 

FL layers and scaling to over 100 clients. 
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