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1. INTRODUCTION

Critical infrastructure like water treatment plants, power generation and distribution networks,
smart factories, and oil pipelines has seen thousands of different sensors deployed in just a few years, in a
process known as the Industrial Internet of Things (IloT) [1]. The behaviour of these sensors produces
multivariate time-series data that is continually produced, and the combined behaviour of these sensors is
indicative of the health of the underlying physical process. Anomalies or deviations from normal behaviour
can indicate equipment failures, cyberattacks or process drift, which can result in catastrophic
consequences if they are not detected [2].

The challenge of anomaly detection in IIoT is as follows: There are three reasons why anomaly
detection in IIoT is difficult: The first is the complexity of temporal dependency between the sensor
readings that extends across time scales (milliseconds for the dynamics of the process, hours for the cycles
of operation). Secondly, the physical coupling by sensors results in spatial dependencies, which can be
observed as correlated anomaly propagation patterns. Third, the non-stationary characteristics of IIoT
environments: The topology of the network, the configurations of sensors and the operational modes are
all time-varying [3].

Traditional statistical methods (CUSUM, ARIMA) [4] and traditional machine learning (One-Class
SVM, Isolation Forest) [5] are either not able to recognize temporal patterns or are impractical for large
scale. The rich spatial correlation structure is neglected, as is done in deep learning methods such as LSTMs
[6], Autoencoders [7] and Transformers [8] for every time series. In recent years, some Graph Neural
Network (GNN) based methods [9], [10] have introduced spatial structure but adopted fixed and static
graph topologies which are unable to adapt to dynamic I[IoT conditions.

To overcome all these drawbacks, we propose TGA-Net (Temporal Graph Attention Network) in
this paper. The highlight of the contributions are the following: (C1) a novel efficient temporal feature
extraction module called Gated Dilated Causal Convolutional (GDCC) module without information leakage;
(C2) anovel Dynamic Multi-Head Graph Attention (DMHGA) mechanism that computes an Attention-based
Adaptive graph adjacency matrix at each inference step; (C3) a novel Cross-Scale Hierarchical Fusion
(CSHF) module to aggregate anomaly evidence across three temporal scales using a learnable gating
mechanism; and (C4) state-of-the-art performance on SWAT, WADI, MSL, and SMD benchmarks with real-
time inference time of less than 10 ms per window and attention-based anomaly localisation.

2. RELATED WORK

2.1 Time-Series Anomaly Detection

The traditional-time series anomaly detection methods are based on statistical models, like ARIMA
[4] and Kalman filters, which are limited to linear dynamics. One approach for modelling temporal
dependencies is to use a LSTM-based auto encoder [6] that suffers from the problem of gradient vanishing
in long sequences. The prior-association mechanism with series-association self-attention was proposed
by the Anomaly Transformer [8] with good results on multivariate time series, but its time complexity is
0(N?) which prevents it from scaling to large datasets. Efficient sequential modelling is achieved by using
dilated causal convolutions as proposed in Temporal Convolutional Networks (TCN) [11] which is the
inspiration for the GDCC module proposed in this work.
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2.2 Graph Neural Networks for 10T

The first learning-based inter-sensor relationship anomaly detector that was built on the GNNs
was GDN [9]. MTAD-GAT [10] adds the temporal and spatial self-attention branches to this. GRELEN [12]
is a graph relation learning based anomaly explanation. One of the constraints in all these it is that all the
learned graph is static and doesn't change with the test time. The DMHGA mechanism in TGA-Net tackles
the issue by updating the adjacency matrix at the beginning of each inference step, using the current
features of the nodes.

2.3 Multi-Scale Feature Learning

Multi-scale temporal modeling has been applied to speech recognition [13] and EEG analysis [14]
and was proved to be effective, however, not systematic in cases of anomaly detection in [I1oT applications
with a clear cross-scale fusion scheme. In this paper we propose the CSHF module, which hierarchical
aggregates representations of three different temporal scales with learnable gates.

3. METHODOLOGY

3.1 Problem Formulation

Suppose that we have a multivariate time series X = {x1, x2, .., xT} € RN*E of N sensors over T time
steps. The IIoT sensor network is represented as a dynamic graph, G; = (V, E, A¢), where V = {v4,..,vN} is
the set of nodes, E. is the set of dynamic edges, and A, € RN represents the time-varying adjacency matrix.
The problem is to estimate an anomaly score s; € [0, 1] at each time t and predict whether the state of the
system is an anomaly (¥ = 1) or not (. = 0) based on a sliding window W, = {x_{t-L+1}, .., x} of length L.
Training reduces a reconstruction loss for a normal data only:

Lrec = (1/NeL) o |[We = X{[>F + 1 « KL(q(z|W9) || p(2))

3.2 TGA-Net Architecture Overview

TGA-Net performs multivariate sensor input processing at three different time scales using GDCC
blocks, DMHGA blocks, and fuses these representations by CSHF; reconstructs the sensor input by VAE
decoder to calculate the anomaly scores. All the pipeline is shown in Figure 1 including the encoding of
temporal information, construction of dynamics graph, passing messages between spatial views, fusion
across scales and variational decoding.
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Figure 1. TGA-Net Architecture

Multivariate sensor input is processed at three temporal scales (1 s, 10 s, 60 s) by parallel GDCC +
DMHGA blocks. The Cross-Scale Hierarchical Fusion (CSHF) module aggregates features with learnable
gating, guided by a dynamically updated adaptive graph. A VAE decoder reconstructs the input and
computes anomaly scores. Attention weights enable post-hoc sensor-level anomaly localisation.
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3.3 Gated Dilated Causal Convolution (GDCC)

The GDCC module performs stacked gated convolutional units over the input window for the
dilation factors d4, d,, d3 coming in order. An element-wise product is computed to control information
flow between the two branches, both of which are activated by a tanh and a sigmoid, respectively, but with
the same dilated convolution, resulting in O (1) parallel complexity similar to LSTM gates [11]. A stability
residual connection using the layer normalization is added after the last gated unit that helps to maintain
stable gradient flow. The causal constraint guarantees that at inference time no information leaks into the
future.

3.4 Dynamic Multi-Head Graph Attention (DMHGA)

To obtain an adaptive adjacency matrix at each inference step, DMHGA projects node features to
obtain query-key projections, applies softmax attention per attention head, and introduces a learnable
positional bias in the attention computation. The output from M = 4 heads are concatenated and then
projected, along with a residual connection with the input. DMHGA dynamically computes A, which makes
it suitable for scenarios where sensor relationships vary over time, as opposed to GDN [9] which has to be
hard-coded when learning is performed.

3.5 Cross-Scale Hierarchical Fusion (CSHF)

Alearnable gating mechanism is used to fuse the three scale representations H, H* and H®. An MLP
that concatenates the three representations and that outputs softmax-normalised gating weights a4, a3, as.
The fused representation is a weighted sum of the outputs of the scales; followed by layer normalisation
and a skip connection from the finest scale to ensure high-resolution temporal details.

3.6 VAE Reconstruction and Anomaly Scoring

The fused representation H_out is given to a variational decoder which recovers X. The anomaly
score for each time step is computed as: sy = B o ||x. — £/|%2 + (1 — B) ¢ KL(q(z:|H_out) || p(2)),
with 8 = 0.6. Any value of s; that is greater than the threshold value t = p_val + 3o_val (calibrated with the
held out validation set using the 3-sigma rule), is predicted to be an anomaly.

3.7 Training Procedure

The normal data is the only data used for training TGA-Net. The windows of Input are z-score
normalized per sensor and divided into window segments with a length of L = 60. Parameters are initialised
via Xavier initialization and node embedding’s from a zero-mean Gaussian. For 100 epochs and a batch size
of 64, the Adam W optimizer (with a learning rate of 1x10-3 and a weight decay of 1x10-4) is used. Each
experiment is performed 3 times with random seed, values of mean and standard deviation are reported.

4. RESULTS AND DISCUSSION

4.1 Datasets

The TGA-Net is evaluated using four public benchmark datasets in the field of IIoT as shown in
Table 1 SWAT [15] and WADI [16] are physical water infrastructure test beds thathave 51 and 123 sensors,
respectively. MSL is NASA's Mars rover telemetry data and SMD is the data from the servers. Each data set
has labelled periods of anomalies for point adjusted evaluation.

Table 1. liot Benchmark Dataset Statistics

Dataset Domain Sensors (N) | Train Points | Test Points | Anomaly Ratio
SWAT [15] | Water Treatment 51 496,800 449,919 11.97%
WADI [16] | Water Distribution 123 1,048,571 172,801 5.99%

MSL [17] Mars Rover 55 58,317 73,729 10.72%

Telemetry
SMD [18] Server Machine 38 708,405 708,420 4.16%
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4.2 Baselines

TGA-Net is evaluated against different reference models such as OCSVM [5], LSTM-AE [6], Omni
Anomaly [7], Anomaly Transformer [8], GDN [9], MTAD-GAT [10] and GRELEN [12] that are based on
statistical, deep sequence, and graph-based approaches. All baselines are reevaluated in the same way
(point-adjusted) to allow for a fair comparison.

4.3 Main Results

Table 2 shows the precision, recall and F1 score of all the methods used in all four datasets. The F1
score is the best on all the benchmarks that TGA-Net performs. The performances of SWAT (95.7%) and
SMD (95.2%) are the best against the strongest baselines Anomaly Transformer (91.3%) and GRELEN
(92.2%), respectively. The comparison of the F1 score for all the datasets is shown in figure 2, which clearly
shows that TGA-Net is able to maintain the margin of its performance over all the other methods across all
four benchmarks. TGA-Net outperforms the second best method, Anomaly Transformer, by 4.4% in terms
of F1 score on SWAT dataset. This improvement is due to the dynamic graph attention mechanism
(DMHGA), which can model inter-sensor dynamics at a real-time level, which static graph-based methods
such as GDN (89.0%) and MTAD-GAT (89.5%) cannot. The performance of TGA-Net is compared with the
baseline method GRELEN with an F1 score of 84.4%, achieving a 5.3 point improvement on WADI with a
larger sensor network of 123 channels and a lower anomaly ratio of 5.99%. MSL and SMD datasets yield a
TGA-Net F1 score of 94.2% and 95.2%, respectively, which is an improvement of 4.4% and 3.0% for both
datasets compared to the best baseline. Interestingly, traditional techniques such as OCSVM (57.3% on
SWAT) and LSTM-AE (73.7% on SWAT) show significantly lower performance, which makes it clear that
traditional statistical or single-scale deep learning techniques are not sufficient to capture the complex
spatiotemporal dependence in [IoT applications. In summary, the results confirm the complementary effect
of the three key components of the TGA-Net, namely, GDCC for temporal feature extraction, DMHGA for
dynamic spatial modelling, and CSHF for cross-scale fusion, and demonstrate that the network can attain a
state-of-the-art performance without the need for labelled attack samples for training.
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Figure 2. F1-Score Comparison across IlloT Benchmark Datasets

Table 2. Anomaly Detection Performance: Precision (P), Recall (R), F1-Score (%) On Four liot Datasets.
Point-Adjusted Evaluation. Best Results in Bold (Green Shading)
Method SWAT P/R/F1 WADI P/R/F1 MSL P/R/F1 SMD P/R/F1
OCSVM [5] 53.2/62.1/57.3 41.8/52.3/46.4 58.4/61.2/59.8 62.3/70.1/66.0
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LSTM-AE [6] 72.1/75.3/73.7 61.4/63.8/62.6 | 74.2/77.1/75.6 | 78.4/80.2/79.3
Omni Anomaly [7] 83.7/86.2/84.9 74.6/77.1/758 | 83.5/85.4/84.4 | 88.3/88.7/88.5
Anomaly Trans. [8] 90.1/92.6/91.3 82.4/84.2/83.3 | 89.1/91.3/90.2 | 91.2/92.8/92.0
GDN [9] 88.4/89.7/89.0 80.1/82.3/81.2 | 86.4/88.2/87.3 | 89.6/91.2/90.4
MTAD-GAT [10] 87.9/91.2/89.5 81.3/83.7/82.5 | 87.1/90.0/88.5 | 90.3/92.1/91.2
GRELEN [12] 89.8/92.1/90.9 83.2/85.6/84.4 | 88.4/91.2/89.8 | 91.4/93.0/92.2

TGA-Net (Ours)

94.8/96.7/95.7

88.3/91.2/89.7

93.1/95.4/94.2

94.6/95.8/95.2

4.4 Ablation Study

The SWAT dataset is used for the ablation experiments to isolate the contribution of each
component. The static graph (adjacency matrix) also is evaluated for F1 for comparison, which is decreased
by 3.4 points, as seen in Table 3 all Results Are F1-Score (%). The biggest single-component drop is
recorded when the multi-scale encoding is replaced by a single scale, emphasizing the significance of
modelling at multiple resolutions in time. Use of simple concatenation instead of CSHF results in a 2.6 point
drop in F1. When gating is removed from the GDCC module F1 is decreased by 3.9 points, and when the
number of attention heads is reduced from 4 to 1 (M = 1), performance is decreased by 2.9 points. All five
components play a significant role and in a complementary way.

Table 3. Ablation Study on the SWAT Dataset

Configuration Precision Recall F1 (%) AF1
TGA-Net (Full) 94.8 96.7 95.7 —

w/o Dynamic Graph (static A) 91.2 93.4 92.3 -34

w/o Multi-Scale (single scale) 89.6 92.1 90.8 -4.9

w/o CSHF (simple concat) 92.0 94.3 93.1 -2.6

w/o Gating in GDCC 90.4 93.2 91.8 -39

Single-head attention (M=1) 91.8 93.9 92.8 -2.9

4.5 Inference Latency and Scalability

The results presented in Table 4 are the performance of inference latency, number of parameters,
GPU memory consumption and throughput for NVIDIA A100 GPU. As displayed in the Table 4 TGA-Net with
a latency of 8.3ms per window, is well within the real-time requirement of most [IoT monitoring systems
(which is usually under 100ms). As compared to the Anomaly Transformer, TGA-Net achieves 4.4% higher
F1 on SWAT and 2.7x faster than full self-attention for this task, showing that dilated causal convolutions
are more accurate and faster to compute than full self-attention for this task. The extra dynamic graph and
multi-scale machinery that is included with TGA-Net, adds just a small 2.0 ms to the cost of GDN, but greatly
improves the accuracy.

Table 4. Inference Latency (Ms/Window) and Memory Footprint on NVIDIA A100 GPU

Method Latency (Ms) | Parameters (M) | GPU Memory (MB) Th-roughput
(windows/s)
LSTM-AE [6] 3.1 1.2 215 322
Omni Anomaly [7] 12.4 4.8 680 81
Anomaly Trans. [8] 22.7 12.3 1,240 44
GDN [9] 6.3 2.1 380 159
TGA-Net (Ours) 8.3 5.4 620 120

4.6 Attention Visualization and Interpretability

One of the major advantages of TGA-Net is the interpretability provided by the graph attention
weights. For each detected anomaly window on SWAT, the mean attention weight A; [i, j] from the DMHGA
module is calculated and the top-five sensor pairs according to the attention weight are visualized Figure
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3. The attention mechanism always puts the (Pump 1 flow, Tank 1 level) sensor pair at the top of the list
during Pump 1 failure events, a physically consistent causal pathway for this attack scenario. This activity
follows expert rule-based markings in the SWAT attack log [15] and provides more than just binary
anomaly classification [19], [20].

<————— Anomaly Window (Ground Truth) ————>

2.00 +
—— TGA-Net (Ours)
—— LSTM-AE

1501 ——— Threshold (r = 0.50)
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Figure 3. SWAT Anomaly Score Timeline and Detection Response

The results above all together show that the three innovations of TGA-Net (GDCC, DMHGA and
CSHF) are complementary to each other. Unlike static GNN, the dynamic graph represents changing
relationships among the sensors that have been neglected. Multi-scale temporal encoding is able to capture
fast transient anomalies and slow process drifts. The learnable cross-scale fusion is capable of giving a
proper weight to temporal resolutions according to the input context. These contributions help to account
for the margin over all baselines in four different [loT benchmarks.

5. CONCLUSION

In this paper, a Temporal Graph Attention Network (TGA-Net) is introduced for real-time anomaly
detection in Industrial 10T systems. Three crucial innovations are added: Gated Dilated Causal
Convolutions for multi-scale temporal feature extraction without information leakage; Dynamic Multi-
Head Graph Attention that dynamically adjusts the sensor relationship graph; and a Cross-Scale
Hierarchical Fusion module with learnable gating that fuses the anomaly evidence from different temporal
scales: 1-s, 10-s, and 60-s. TGA-Net is evaluated using SWAT, WADI, MSL, and SMD benchmarks, and is able
to obtain state-of-the-art F1 score with an inference latency of 8.3ms (per window) which meets the real-
time requirement for practical lloT deployment. Ablation results show that all components are important
and attention visualisation yields physically interpretable anomaly attributions that align with expert-
ground truth.

Online continual learning variants of TGA-Net for addressing periodic retraining are also studied
in future to address distribution shift in the presence of a federated, heterogeneous IloT system will be
extended. Where a centralisation of raw sensor data is not possible.
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